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Knowledge

Lecture
= Risks and uncertainties
Readings

= 0505 Malotaux N., Controlling project risk by design, Aug 2018, https://www.malotaux.eu/doc.php?id=5
= 0506 Barnard A., Reliability Engineering: Value, Waste, and Costs, INCOSE International Symposium,
2016, posted with permission
(https://www.researchgate.net/publication/308092972 Reliability Engineering Value Waste and Costs
)

Exercises
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Topics

Definitions

Risks and uncertainty

Risk management

Risks in the SDP

Managing uncertainty

Risks based on technology
Estimating/measuring risks
Primary and secondary risks
Contingencies and contingency plans

Exercises
Summary
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Degree of Probability Description
Likely to occur immediately or within a short period of time.
Likely (5) Expected to occur frequently or continuously to an individual
item or person.
Probably will occur in time. Expected to occur several times to
Probably (4) e
an individual team or person or frequently to a group
May occur in time. Can reasonably be expected to occur some
May (2) ; Lo :
time to an individual item or person or frequently to a group
Unlikely (1) Unlikely to occur
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N

Risk consequence

Category

Description

May cause severe injury, illness, property damage, damage to mission, or
degradation to efficient use of assets

May cause minor injury, illness, property damage, degradation to efficient
use of assets

v

Presents a minimal threat to personnel safety or health, property, mission or
efficient use of assets
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‘_h Traditional risk assessment matrix
Based on one number (P*S)
HIGH
. MODERATE | HIGH HIGH
Probability of
occurrence LOW MODERATE | HIGH
(Likelihood) LOW Low  |mopEeraTE
LOW
LOW > HIGH
Severity of consequences
(Impact)
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‘_h Traditional Risk Assessment Matrix

Rizk Title ()
Risk Causal Factar
hfitigation Approach

Based on one nhumber (L*C)

The level of risk for each
root cause is reported as:

Likelitwod
Gl

Low (green),

Moderate (yellow),
High (red)

Consequence
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Continuum Risk Map - two dimensions

-

= = Deal with yesterday (red)
Y = Deal with today (pink)
o 5 = Deal with soon based on analysis of
§ 8 4 consequences (yellow)
3 _8 s = Nuisances and should be dealt with
528 2 when feasible (green)
z2 ! L] = Can be ignored for now (blue)
S 1 2 3 4 5
g Severity of
= consequences (S) = No numbers

(Impact)
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Project Risk profiles — a better way?

Reports and Graphs
Ingest/Elucidate | Priority | Risk Severity Risk Probability | Risk Level | Cost |

ch Risk Probabilty

Reports

and Graphs
Risk Level | Cost |

Total Mumber of Reguirements in each Risk Severty

T |
Risk: Are
these .
reasonable? e S e e e e e
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Risk rectangles and profiles
= Risk rectangle = Risk profiles
= Easy to understand = Easy to understand
= Combines likelihood and severity = Separates likelihood and severity
= Flawed in use = Can provide comparison between
= When single number is used can several situations
be misleading = Allows for decision-making when
= (L5, S1) and (S5, L1) have same more than one attribute is compared
value (1*5 = 5*1) = E.g. low priority and high risk, high
cost
= Links to CRIP charts

= Plots of risk categories (L and S)

Creating Outstanding Systems Engineers
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|

(Project) Risk framework

- Comparing Objecti\{e _ Proje_ct lifecycle state
proposed Iarge complexity |Initialization| Planning |Performance| Closeout
! PROB| SEV |PROB| SEV | PROB | SEV |PROB| SEV
infrastructure 71" Global
projects in pre- 6 | Regional
initialization state |3 Social
in investment 4 |Supply chain
decisions 3| Business
= Complexity levels 2| System
updated based on o
HKM2F, November 19| Component
2022
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‘.ﬁ Topics

= Definitions

= Risks and uncertainty

= Risk management

= Risks in the SDP

= Managing uncertainty

= Risks based on technology

= Estimating/measuring risks

= Primary and secondary risks
= Contingencies and contingency plans
= Exercises

= Summary

Creating Outstanding Systems Engineers
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‘_ﬁ Primary and secondary risks

= Need to consider risks or failures in series

= Risk of effect of nuclear reactor cooling system failure (S5)
« mitigated by backup power supply

= Risk due to backup power supply failure (S2)
= mitigated by ... or even replace within a certain time frame Single perspective,
lack of holistic thinking

= What if the backup power supply fails while the nuclear
reactor cooling system has failed? (52 becomes S5)

= Leads to holistic thinking active brainstorming questions
= What event could cause such a combined failure?
= Is the mitigation plan adequate?
= What else could/would happen as a result of the same event?

Creating Outstanding Systems Engineers 5-68

‘_ﬁ Contingencies

mx

= "Plans don't survive contact with the enemy

= Understanding gained in developing plans
= Uncertainty continuum

= Allows fast reaction
= Landing at Anzio 1944
= Lost opportunity to capture Rome
= Napoleon’s invasion of Russia 1812
= Winter
= Risk for the French
= Opportunity for the Russians

* Helmuth Karl Bernhard Graf von Moltke (1800-1891)
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‘_h Contingency plans

Risk management

Risk identification and mitigation

= plans devised for specific situations
= Set of predefined activities to allow fast reaction to previously identified events

Often prepared by government departments

= DOD scenarios, NASA

Cost of preparing plan and mitigation should be less
than total cost of not having plan

= Process has to have value

Creating Outstanding Systems Engineers 5-70

‘.h Topics

= Definitions

= Risks and uncertainty

= Risk management

= Risks in the SDP

= Managing uncertainty

= Risks based on technology
= Estimating/measuring risks
= Primary and secondary risks
= Contingencies and contingency plans
= Exercises

= Summary
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Exercise 5-31

1. Guess the probability of occurrence AND severity of impact for each of the

risks identified in Exercise 5-11 (with some justification for the guesses)
Plot a risk rectangle for the risks

Plot risk profiles for probability of occurrence and severity of impact for the

same risks

4. Prepare a <5 minute presentation containing
1. Formulated problem per COPS problem formulation template
2. This slide and the version number of the lesson
3. The risk rectangle and risk profiles
4. A compliance matrix for the exercise
5. Lessons learned from exercise
5. Save as a PowerPoint file as Exercise5-31-abcd.pptx

6. Post/email presentation as, when and where instructed

Creating Outstanding Systems Engineers
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Exercise 5-32 knowledge reading

1. Prepare a brief on two main points in reading 0505 (< 5min)
2. Presentation to contain
1.  Formulated problem per COPS problem formulation template
A summary of the content of the reading (<1 minute)
The compliance matrix
This slide and the version number of the lesson
A list of the two main points
The two briefings
Reflections and comments on reading (<2 minute)
Comparisons of content with other readings and external knowledge
Why you think the reading was assigned to the module

HOONO U S WN

etc. (<2 minutes)
3. Save as a PowerPoint file as Exercise5-32-abcd.pptx
4. Post/email presentation as, when and where instructed
5. Brief on one main point

Creating Outstanding Systems Engineers

0. Lessons learned from module and source of learning e.g. readings, exercise, experience,
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Exercise 5-33 knowledge reading

1. Prepare a brief on two main points in reading 0506 (< 5min)
2. Presentation to contain
1.  Formulated problem per COPS problem formulation template
A summary of the content of the reading (<1 minute)
The compliance matrix
This slide and the version number of the lesson
A list of the two main points
The two briefings
Reflections and comments on reading (<2 minute)
Comparisons of content with other readings and external knowledge
Why you think the reading was assigned to the module

HOONO NS WN

etc. (<2 minutes)
3. Save as a PowerPoint file as Exercise5-33-abcd.pptx
4. Post/email presentation as, when and where instructed
5. Brief on one main point

Creating Outstanding Systems Engineers

0. Lessons learned from module and source of learning e.g. readings, exercise, experience,
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Summary

= Definitions

= Risks and uncertainty

= Risk management

= Risks in the SDP

= Managing uncertainty

= Risks based on technology

= Estimating/measuring risks

= Primary and secondary risks

= Contingencies and contingency plans
= EXxercises

Creating Outstanding Systems Engineers
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‘_h Meeting the objectives
1. Identified where and how risks and Qe
uncertainties arise in the SDP
2. Explained Systemic and
. . ) Systematic Risk
1) The difference between strategic and tactical Management

risks.
]
2) Ways of estimating risks R

3. Performed risk management

Joseph Eli Kasser
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‘-h Any questions ?
1. Best
2. Worst
3. Missing
Email: beyondsystemsthinking@yahoo.com
Subject: <class title> BWM Session #
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